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Abstract. Industrial control systems (ICS) are increasingly targeted by
sophisticated attacks on sensors and actuators, necessitating advanced
frameworks that enable proactive mitigation. This paper introduces
HyTwiN, a formal framework that models both adversarial actions and
corresponding mitigation strategies through digital twin-based interven-
tions. HYTWIN leverages differential dynamic logic (dL) to represent the
temporal evolution of attacks and quantify the mitigation horizon, a crit-
ical parameter enabling precise reasoning about when and how to deploy
fail-safe mechanisms during ongoing attacks. Our approach integrates
temporal semantics with attack models to dynamically engage fail-safe
controls. This work provides a rigorous framework for designing proactive
countermeasures that preserve system safety, ensuring robustness in ad-
versarial scenarios. The proposed framework establishes a foundation for
advancing ICS security through verifiable temporal reasoning and con-
tributes to bridging gaps between theoretical modeling and real-world
industrial applications.

Keywords: Cyber-physical Systems - Differential Dynamic Logic - Dig-
ital Twin Security

1 Introduction

Digital twins have emerged as a transformative technology in industrial control
systems (ICS), offering advanced capabilities for modeling, monitoring, and opti-
mizing cyber-physical processes. Initially popularized for their potential in man-
ufacturing optimization and predictive maintenance, digital twins have increas-
ingly gained attention as a tool for enhancing security in ICS environments, par-
ticularly in addressing “forever-day vulnerabilities” where legacy systems cannot
be updated [9, 3]. With the rise of sophisticated threats targeting ICS—ranging
from supply chain attacks to sensor and actuator manipulation—the integration
of real-time monitoring and proactive interventions enabled by digital twins has
become a critical area of research.
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While digital twins have demonstrated significant potential in industrial con-
trol systems, there remain critical gaps in their formal semantics and stan-
dardization, particularly for security applications. Current standards, such as
ISO 23247, propose a reference architecture for digital twins in manufactur-
ing, emphasizing composability and interoperability but stop short of addressing
security-specific semantics or real-time interventions [6]. Similarly, frameworks
like HyPLC [8] provide hybrid program representations of PL.C code and physical
plant models but are limited to verifying the safety of individual processes and
do not incorporate adversarial scenarios. Efforts to extend dL for ICS security
have primarily focused on modeling robustness against sensor spoofing attacks,
introducing quantitative metrics for assessing resilience under adversarial condi-
tions [5]. However, these approaches did not consider the integration of digital
twins or temporal dynamics necessary for proactive intervention. This omission
highlights the need for a unified framework that leverages temporal semantics
to enable real-time fail-safe controls within digital twin architectures.

In this work, we present HYTWIN, a formal framework for enabling proac-
tive digital twin interventions in industrial control systems using hybrid pro-
gram representations. At its core, HYTWIN formalizes attack models relative to
the operational semantics of ICS, capturing the dynamics of adversarial actions
within a dL framework. We subsequently model how a digital twin would in-
tervene to mitigate such attacks, ensuring the preservation of safety properties
under adversarial conditions. Central to our approach is the formal integration
of temporal reasoning into digital twin architectures. By explicitly modeling the
progression of attacks and the timing of interventions, HYTWIN introduces a
rigorous basis for dynamically triggering fail-safe controls. We introduce a mit-
igation horizon to provide actionable insights into the urgency of interventions,
enabling proactive decision-making based on the system’s temporal dynamics.

To illustrate the efficacy of our framework, we present a formal methodology
and demonstrate its applicability to a realistic ICS setup, the miniSWaT [15]
industrial control system testbed. Specifically, we show how the formally verified
and validated digital twin interventions of HYTWIN can parameterize attack
detectors to identify known attack signatures and guide proactive mitigation
strategies, ensuring safety properties are preserved under adversarial conditions.
Contributions. Our contributions are as follows:

— We present HYTWIN (Section 3.1), a formal framework for modeling ad-
versarial attack behaviors on ICS sensors and actuators. HYTWIN defines
attack dynamics relative to the operational semantics of ICS using differen-
tial dynamic logic (dL), enabling rigorous analysis of attacks (Section 3.2).

— We formalize digital twin-based intervention strategies within Hy TWIN, pro-
viding a systematic approach for triggering and executing mitigations in
response to evolving attack scenarios. This formalization ensures the preser-
vation of safety properties under adversarial conditions (Section 3.3).

— We introduce the concept of a mitigation horizon—a principled basis for guid-
ing proactive interventions and parameterizing attack detectors to recognize
known attack signatures (Section 3.4).
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2 Preliminaries

In this section, we summarize background theory, related work, and introduce
notation.

2.1 Digital Twin-Based Interventions in ICS

Digital twins are virtual counterparts of physical systems, providing a synchro-
nized, real-time view of their state and behavior. In industrial control systems,
digital twins have been widely recognized for their potential to enhance sys-
tem safety and security by enabling real-time monitoring, anomaly detection,
and proactive intervention [2,10]. Digital twins can leverage formal methods to
reason about system dynamics and drive time-sensitive responses to adversarial
actions [4].

A common component of digital twin-based intervention is integrating a
physics-aware model, which encapsulates the expected state and behavior of
the ICS based on physical laws, operational constraints, and control logic. Prior
works [1,19] leverage digital twins to continuously monitor the physical sys-
tem (the real twin) for discrepancies between observed and expected behavior.
Such discrepancy detection is critical for identifying adversarial actions or sys-
tem faults. However, existing approaches often stop at ad-hoc anomaly detec-
tion, lacking both formal semantics to rigorously model system behavior under
adversarial conditions and the structured intervention strategies needed to dy-
namically mitigate threats and ensure system safety.

2.2 Differential Dynamic Logic (dL)

Differential dynamic logic dL [17] expresses hybrid systems written as hybrid
programs. The syntax of hybrid programs is described by the following gram-
mar where a, 8 are hybrid programs, x is a variable and e, f(z) are arithmetic
expressions (terms) in +, —, -, / over the reals, @ is a dL formula:

a,B = xi=e|x=x[7Q |2 = f(2)&Q |aUB | ;B ] a*

Assignment x := e assigns the value of term e to x (e.g., compute valve po-
sition to meet flow); nondeterministic assignment f := x assigns any real value
to f. Tests 7Q) abort execution and discard the run if ) is not true, possi-
bly backtracking to other nondeterministic alternatives. Differential equations
' = f(z) & Q are followed along a solution of &’ = f(x) for any duration as
long as the evolution domain constraint @) is true at every moment along the
solution (e.g., tank level I changes according to flow f, but does not become
negative I’ = f &1 > 0). Nondeterministic choice a U 8 runs either « or 8 (e.g.,
open or close a valve), sequential composition «; 8 first runs « and then S on
the resulting states of « (e.g., first control, then physics), and nondeterministic
repetition o* runs a any natural number of times (e.g., repeated control and
environment loop). Nondeterministic assignments with tests restrict the chosen
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values to some set (e.g., choose flow within pipe limits: f := ;70 < f < F).
Conditionals and loops can be expressed: if P then « else 8 = (?P;a)U(?7—P; 3)
and while P do a = (?P;a)"; 7-P.

The formulas of dL describe properties of hybrid programs and are described
by the following grammar where P, Q) are formulas, f,g are terms, ~ € {<, <, =
,#,>,>}, x is a variable and « is a hybrid program:

P,Q = f~g|-P|PANQ|PVQ|P—Q|P+ Q|VaP|3xP|[a]P | (a)P

The operators of first-order real arithmetic are as usual with quantifiers ranging
over the reals. For any hybrid program « and dL formula P, the formula [a]P is
true in a state iff P is true after all runs of «. Its dual, ()P is true in a state
iff P is true after at least one run of a.

The semantics of dL is a Kripke semantics in which the states of the Kripke
model are the states of the hybrid system. A state in the set of all states S is a
map w : V — R, assigning a real value w(x) to each variable x € V in the set
of all variables V. We write [Q] to denote the set of states in which formula Q
is true, w € [Q] if formula @ is true at state w, wfe] to denote the real value
of term e in state w, and w¢ to denote the state v that agrees with w except
that v(z) = wle]. We use V(«) to refer to all variables mentioned in program «,
and BV («) to denote the bound variables of program «, see [17]. The semantics
of hybrid programs is expressed as a state-transition relation o] C & x S [17].
The differential equations and nondeterministic alternatives in hybrid programs
make them an expressive specification language, but require computationally
expensive methods similar to online reachability analysis for execution, which is
detrimental to their runtime use in monitoring. Next, we review ModelPlex [12]
to shift much of this computational complexity offline.

Notation. We use S|, to denote state S restricted to variables . Variables in
definitions are implicitly vectorial; we use u:€ hp(z) for the potentially nonde-
terministically chosen vectorial values u by a program hp(z) with free vectorial

variables x. We use (ml) = (vl) to abbreviate the sequence of assignments

Tn Un
L1 i =V15...5Lp = VUp.

2.3 ModelPlex

ModelPlex [12] combines a universal offline safety proof [a] P with an existential
reachability check whether two concrete states w, v are connected by the program
a, i.e., whether (w,v) € [a]. The safety proof witnesses that all states reachable
by program « satisfy P, while passing the reachability check witnesses that the
two concrete states w, v are connected by the program «, and so state v inherits
the safety property, i.e., v € [P].

The set M of ModelPlex formulas ¢ C S x S is generated by the following
grammar (~ € {<, <,=,#,>, >} and 0,y form the arithmetic expressions of the
set T of ModelPlex terms in +, —, -, / over the reals, i.e., 8 : S x § = R):

ppu=0~n|[-p|oNY |V
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When a ModelPlex formula ¢ € M is satisfied over states w, v, we write (w,v) =
¢. Since any concrete program « and, thus, ModelPlex formula, will be phrased
over finitely many variables, a ModelPlex formula ¢ can be encoded as a stan-
dard dL formula ¢4 using a fresh variable z* for each variable x € BV(a):

(w,v) | ¢ then is shorthand notation for wg(f) € [¢daL]. The reachability
check (w,v) € [a] is thus equivalently phrased in dL as a monitor specifica-
tion () A\ epv(a) (@ = x7) [12]. To exclude a set X C BV(a) of variables from
monitoring, we use ()(Ip+ex2™ Ayepy(a) (@ =27)) [13].

A ModelPlex formula ¢ € M is guaranteed to not miss alarms for program «
when da. — (@) A\, epy(a) (¥ = 27) is valid [12]; in contrast to online reachability
analysis, this approach shifts computation offline by using theorem proving to
translate a hybrid systems model into a ModelPlex formula.

ModelPlex formulas are quantifier-free real arithmetic formulas, and are
therefore computationally inexpensive to evaluate from concrete measurements
at runtime [7], which makes them attractive for use in security monitoring. This
paper exploits ModelPlex for security monitoring, where a monitor derived from
a formal model of the system behavior is used to detect deviations from expected
behavior (i.e., a monitor violation witnesses deviation from expected behavior),
and monitors derived from attack models are used to detect presence of certain
attacks (i.e., a satisfied monitor witnesses presence of an attack). ModelPlex
monitors can be interpreted quantitatively [18] to obtain a robustness measure
of the monitor decision in addition to a Boolean verdict.

2.4 Hybrid Program Modeling for PLC Scan Cycle Verification

In a prior work, HyPLC [8], dL was used to formalize a specific hybrid program
structure, termed scan cycle normal form, to model a PLC (Programmable Logic
Controller) scan cycle. This model reflects the cyclic PLC process of scanning
inputs, executing control logic, and setting outputs to actuators within a fixed
duration . The scan cycle normal form has the shape

(i:€read(z);u:€ctrl(i);t :=0; {2’ = f(z,u),t' =1 & t<e} .

In this model, i :€ read(x) represents inputs (e.g., from sensors), while w :€ ctrl(7)
selects control actions u based on the inputs i. The plant ¢ := 0; {a’ = f(z,u),t =
1 & t<e} evolves the system state 2 according to the control actions u, governed
by differential equations 2’ = f(z,u), while keeping track of the scan cycle
time constraint € with a clock t; if necessary, the plant can be extended with
discrete modifications of the variables . A program in scan cycle normal form is
guaranteed to maintain property S under assumptions A if the following formula
is valid:

A — [(i:€read(x);u:€ctrl(i); t :=0; {z' = f(x,u),t' =1 & t<e})*]S

Our framework builds on the scan cycle normal form to integrate digital twin-
based interventions, further extending the safety guarantees of PLC-driven sys-
tems under adversarial conditions.



6 J. Paul, S. Mitsch, and L. Garcia

3 Digital Twin-based Security Interventions

Identified Attack Signature:
Attackl:p:=1,v:=1
{Attack1, Verified MitigationT},
{Attack2, Verified Mitigation2},
{Attack3, Verified MitigationT}, @

{Attack4, Verified Mitigation3},

Known Attacks + Digital Twin : Verified Mitigati
Verified Mitigation Attack orce

Monitor Horizon force p:=0, v:=0

Attack: overflow

if (pump_closed)
open_valve()
open_pump()

Fig. 1. HYTwiIN Framework for digital twin-based security interventions.

3.1 HYTwIN Overview

The HyTwin framework provides a structured approach to detecting and mitigat-
ing security threats in industrial control systems (ICS) using digital twin-based
interventions. The HyTwin framework (Figure 1) consists of five key compo-
nents: @Known Attacks & Verified Mitigations: The system maintains a
database of previously encountered attacks and their verified countermeasures.
This repository informs the selection of mitigation strategies for newly detected
threats. ® Digital Twin Attack Monitor: This component continuously ob-
serves sensor and control signals to detect anomalies indicative of adversarial
activity. It utilizes formalized attack models to systematically identify deviations
from expected behavior. ® Identified Attack Signature: Once an anomaly
is detected, the system classifies it based on known attack patterns. The at-
tack monitor maps the observed deviation to a predefined attack signature. @
Mitigation Horizon: The framework calculates a mitigation horizon, which
determines the time window available for counteracting an attack before system
safety is compromised. ® Mitigation Execution: If an attack is confirmed
and falls within the mitigation horizon, the framework enforces a verified coun-
termeasure. These countermeasures are selected from the repository of known
mitigations or adapted dynamically based on system constraints.
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To illustrate this framework in practice, we introduce a use case water treat-
ment system. In this scenario, HYTWIN detects an attack that attempts to force
a valve into an unsafe position. By leveraging its digital twin attack monitor,
the system identifies the attack signature, calculates the available mitigation
horizon, and executes an intervention to restore the correct system state.

Simplified water tank use case. To illustrate our approach, as a running
example, we use a simple water tank component taken from the first of six
control processes of a water treatment testbed [11], depicted in Figure 1. This
process is responsible for taking in water from a raw water source and feeding
it into a tank. This water will then be pumped out into a second tank to be
treated with chemicals. For this first process, PLC1 is responsible for controlling
the inflow of water for both tanks by opening or closing valves, v; and v, as
well as the outflow of water to the second tank by running the pump, ps. The
PLC monitors the water level of both water tanks, 1 and s, to ensure that
v1 and vg, respectively, are closed before each respective tank overflows beyond
an upper bound, H; and H,. The PLC is additionally responsible for protecting
the outflow pump, po, by ensuring that the pump is off if the water level of xq
is below a lower threshold, L.

The first component of the process is formalized in the dL model of a water
treatment testbed based on [8].

Ezample 1 (Water Tank). The water tank model uses flow sensors f; and fo, a
controller to control the inflow and outflow of the first tank, and a differential
equation model of the tank levels.

tank = (i:€ read(x); u:€ ctrl(é); ¢ := 0; planty )
i:€read(z) = &1 :=x1; 82 =m0 fr:=#; fo:=x,70< f1 < A0 fo < Fy
w:€ ctrl(7)

inflow; outflow; protect
v1:=0 if f; > 7HH;5“
inflow =< v;:=1 elseif ; < L;

Ttrue else

_pei=Livei=1 if 29 < Lo
outflow
true else

Lp—%

p2:=0;v2:=0 if wv1-f1 —v2-pa-fo <L
\/1}2.p2.f2>M

€

protect
Ttrue else
plant,,, = x) =v1 - fi —va-pa- fo, 2] =v2 - pa- fo,t] =1 & Quank Nt <€
Qtank =21 2 0A22 >0
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Infinite-time safety of the tank model is expressed in dL as follows:

Atank — [tank™]Spank

Atank = Lp <Ly <x1 < H <Hpg
ALy <Ly <29 < Hy < Hy
Avp =0Av2=0Aps =0

Stank = Lp <@y < Hg ANLp <22 < Hy

A proof in dL witnesses infinite-time safety of the tank model; the proof bases
on finding an inductive invariant Iiank, i.e., the formulas A¢ank — Trank, Jtank —
Stank, and Tiank — [tank]liany are valid. m

Using [14], the component results obtained from analyzing PLC1 integrate
with other component results into system-wide guarantees. In order to make
this component resilient to attacks, in the following sections we formalize at-
tack capabilities and develop formal techniques to analyze how long mitigation
strategies are able to keep the component operational under attack.

3.2 Attack Model Formalization

In our approach, we assume an attacker that tempers with sensors, control code,
or actuation, but does not have physical access to alter the actual system state
(e.g., the attacker can change water level measurements, but not modify the
true water level physically). Note, that the examples in the formalization are
deliberately simplistic to convey intuition rather than illustrate true attacks
and mitigation strategies. To define classes of attacks, our approach summarizes
attack capabilities of the attacker in a hybrid program, see Def. 1.

Definition 1 (Attack Program and Signature). An attack program is a
hybrid program A(x) : Six — S with free variables x that produces a modified
(compromised) state. The set of reachable states of an attack program [A(zx)] is
called the attack signature.

An attack program transforms system state according to attacker objectives,
often while maintaining stealthiness properties. This transformation can take
place instead of, or before and/or after control to affect sensor readings, actuator
commands, or both.

Definition 2 (System under Attack). The structure of a system in scan-
cycle normal form with inputs i, control program w:€ ctri(i), and dynamics ¥’ =
fz,u) & Q At < e under attack A(3) is:

attacked(A(4)) = (i :€ read(x); (sense)
(u:€ ctrl(i) Uu € A4)); ((compromised) control)

t:=0; (reset timer)

{2/ = f(z,u), ! =1 & QAt<e} (dynamics)

)* (repeat)
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The attack structure describes attacks that target the control output uw by
modifying, for instance, the control code itself, the sensor inputs, the actuator
values, or the communication between the controller and the actuator. The non-
deterministic choice u:€ ctrl(é) U w:€ A(i) models that the attack may happen
continuously or intermittently at an arbitrary time during the execution for a
nondeterministic duration. Sensor and input attacks can be modeled in A(37)
by altering the sensor and input values before forwarding to w:€ ctrl(i). The
physical plant dynamics operate on the true system state x and the potentially
compromised control choices .

Definition 3 (Attack Trace). An attack trace is a trace sg, $1, . . ., S, of states
traversed by n steps of an attacked system that ends in violating a safety property
S, so (si—1,s;) € [attacked(A(2))] for 1 <i<mn and s, = —S.

Note that an attack program can be nondeterministic and symbolic, which
means its attack signature can express many attack traces; by analyzing at-
tack mitigation strategies for attack programs, rather than for attack traces, we
reduce the offline analysis burden and certify general mitigation strategies for
entire classes of attacks.

We start our analysis of attack mitigation strategies from known and recorded
attack traces. We implemented attacks and recorded attack traces on the min-
iSWAT testbed [15] inspired by known attacks on the SWAT testbed [11]. These
are typically collected after the fact, or by existing predicate-based attack detec-
tion systems. Such attack detection predicates describe the effect of an attack on
observable quantities, which can be formalized with attack programs as follows:

Definition 4 (Attack Detector). An attack detector D(zg,x) characterizes
attacks by their effect on a previous state xg and a current state x and the
relationship between them. The formula D(xo,x) is satisfied when an attack is
detected; the attack signature characterized by D(xg, ) is formalized in dL with
the attack program xo:=x; x:=x%; ?D(xo, ).

In a cyber-physical system, any deviation from expected behavior can be
safety-critical, regardless of whether it is caused by an attack or hardware mal-
function. ModelPlex [12] and SCADMAN [1] are techniques to monitor such devi-
ation. Their monitoring formulas are expressible as attack detectors: SCADMAN
includes manually crafted attack detectors; in contrast, ModelPlex monitors are
satisfied when observed behavior agrees with expected behavior, so the negation
of a ModelPlex monitor formula is an attack detector.

We classify ICS attacks into three fundamental categories with increasing so-
phistication, each representing a distinct programmatic approach to compromis-
ing system state. The following grammar defines the shapes of common attacks:

attack := u:=c (Direct attack)
| @:€ctrl(i);u:€a+d (Bounded attack)

| U(?pj (1); attack) U ?true (State-dependent attack)
J
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Direct attack u:=c assigns a malicious value ¢ to control choice u, represent-
ing the most basic form of attack.

Bounded attack @:€ ctrl(i); u :€ @+ 6 nondeterministically perturbs the con-
trol output @ within bounds §.

State-dependent attack (J;(?p;(i); attack) U ?true inspects the system state
to decide when to engage.

Ezample 2 (Direct Actuator Attack). The attacker directly forces valve v; open
even when the raw water tank level x; exceeds the control upper limit Hj:
V1 = 1. |

Note, that the loop * in the overall system under attack model allows acti-
vating a series of different attack steps, one on each loop iteration.

Definition 5 (Stealthy Attack). An attack is stealthy if it evades detection,
i.e., the attack signature of a stealthy attack for a set of attack detectors D is
formalized in dL by the attack program xo :=x; x:=%; 7(=\/pep D(z0,2)).

In order to analyze the effectiveness of attack mitigation strategies, we for-
malize attack mitigation as hybrid programs that are able to re-establish safety.

3.3 Attack Detection and Mitigation

Attack detection and mitigation is a central aspect of system resilience; in this
section, we formalize attack monitors, mitigation strategies, as well as bounds
on the duration for which a system remains operational under attack.

Definition 6 (Attack Mitigation). An attack mitigation M(Z) : S;z — S
is a program to establish a property P relative to assumptions A even in the
presence of an attack, i.e., for an effective mitigation counteracting attack A(x)
the following formula is valid:

A= [A@@)|(M(z)) P

The attack mitigation characterizes how a known attack unfolds in terms of
steps modeled in the program A(z), and how an effective mitigation must react.
Note that the mitigation and the attack may, but not necessarily, access different
variables. A mitigation is effective if there exists an execution ((M(Z))) for all
possible attack behaviors ([A(x)]) such that property P is true in the end.

Ezample 3 (Direct Actuator Attack Mitigation). A mitigation for the direct ac-
tuator attack of Example 2 through a redundant uncompromised PLC overwrites
compromised I0 memory values with correct values, which sets v; to closed:

Atank — [v1 :=1](v1 :=0) [plant,,, /(L < 2z1 < Hpy)
AD) M) ¥
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From the attack mitigation characterization, we use ModelPlex to derive an
attack monitor that is satisfied when the attack is detected:

Definition 7 (Attack Monitor). An attack monitor mon(A(x)) is character-
ized by (A(x)) /\veBV(A(x))(”+ = v); to exclude unobservable internal variables
I C BV(A(z)) of the attack, we use (A(2))3I" \,cpya@)®™ = v). 4 dL
proof certifies that mon(A(z)) € M does not miss alarms, i.e., mon(A(x)) —
(A(x)) /\vGBV(A(I))(vJr = v) is valid. The attack monitor is activating an effec-
tive attack mitigation M(Z) when two states w and v satisfy the monitor (i.e.,
presence of attack) and the monitor is started in states satisfying the attack
mitigation assumption A:

— Monitor startup: v € [A]
M(z) if (w,v) f= mon(A(z))

— Monitoring and mitigation: i
?true  otherwise

By [12], a satisfied monitor means that—from an attack mitigation proof
of A — [(A(z)[{M(Z)) P—we inherit the property (M(Z))P at runtime, which
means that we have a proof that mitigation M(z) will be effective in addressing
the attack A(z).

Ezample 4 (Direct Actuator Attack Monitor). The attack monitor specification
(v1 := 1)(v{ = v1) characterizes the behavior of the attack program of Ex-
ample 2. A proof in dL certifies that the program- and quantifier-free monitor
formula v{” = 1 does not miss alarms. This formula is evaluated at runtime by
providing the current state values for v; . [ |

3.4 Mitigation Analysis

For analyzing an attack mitigation strategy, it is crucial to understand how much
time is left until mitigation is impossible. To characterize the execution time of
a hybrid program, we extend it with a fresh mitigation clock c.

Definition 8 (Timed Program). A timed program timed.(a) is a program «
extended with a fresh mitigation clock variable ¢ € V(a), recursively defined as
follows:

timed.(z:=e)>ax:=e
timed, (?P) > 7P
timed.(a U ) > timed,(a) U timed..(5)
)

timed,.(a*) > timed.(a)”
timed.(z' = f(z) & Q)> 2’ = f(x),d =1 & Q

We use the mitigation clock in a timed program timed.(a) to characterize
the safety horizon of a program «, i.e., the cutoff time until when a property
P necessarily is preserved by program « and when it may start violating the

property.
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Definition 9 (Safety Horizon). The safety horizon 7 of a program « relative
to assumptions A and conditions P is characterized by the following formula:

A 3r( [c:=0;timed.(a);7c < TP
AVF>T (c:= 0;timede(); 7 < 7)-P)

It is beneficial for further analysis to determine a witness for the existentially
quantified 7. Such a witness can serve as the cutoff time until when mitigation of
the attacks characterized by an attack program A(z) is possible with a mitigation
strategy M(Z), which is expressed in terms of the safety horizon as follows:

Definition 10 (Mitigation Horizon). The mitigation horizon for a mitiga-
tion M(Z) of an attack A(x) under assumptions A and conditions S is the safety
horizon T for P = (M(Z))S and a program « following the system under attack
model of Def. 2.

The mitigation horizon of a component characterizes for how long a component
remains operational under attack.

Ezample 5 (Direct Actuator Attack Mitigation Horizon). The mitigation horizon
of mitigation vy := 0 for a water tank under attack (Example 1 extended to the
shape of Def. 2)

tanka,, = (i:€read(x); (u:€ ctrl(i) Uu:€ A(i)); t :=0; plant, )
u:€ A(%)

V1 = 1
is computed from the characterization

Agank — 37( [c := 0; timed..(tanka,, )"; 7¢ < 7] P

AVF>T {c:=0;timed,(tanka,, )*; 7c < 7)=P)

with P = (vy :=0)[plant, ] (Lr < 21 < Hy)

A symbolic program- and quantifier-free witness of 7 (e.g. 7 = (HHfile) for the
worst-case behavior of an attack at tank level #; and outflow v - ps - fo = 0) can
provide additional insight for implementing mitigation strategies. ]

For attacks that avoid direct detection and mitigation (e.g., an attack that
can only be detected by observing the system state over some period, or an attack
that keeps overwriting the inflow valve even when the mitigation is active), the
mitigation horizon becomes part of the attack mitigation analysis:

Ezample 6 (Delayed Actuator Attack Mitigation). If the outflow is sufficiently
strong (at least the inflow), opening the outflow valve vo and turning on the
outflow pump po before the mitigation horizon 7 is exceeded mitigates the ac-
tuator attack on the first water tank component:

Atank — ElT ([C = 07 (ta‘nkAvl )*; ?C S T] <( z; ) ( % )>[planttank]5)
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Otherwise, if the outflow is not strong enough, the outflow mitigation becomes
part of the attack model and mitigation horizon analysis informs us how much
time is left until the attack must be removed from the system:

Atank — 37( [a(T)

We now combine attack monitoring mon(A(z)) and attack mitigation M(Z)
to formalize a shielded system that is provably robust to attacks A(x).

Definition 11 (Shielded System). A shielded system under attack (Def. 2)
is equipped with an attack monitor (Def. 7) that switches to a verified effective
attack mitigation (Def. 6) on detection of an attack. The notation a® refers to
mitigation being under angelic choice [16] (mitigation decides how to react).

shieldedpy ;) (A(7)) = (i :€ read(x);
(u:€ ctrl(i) Uu:€ A(i));
(if mon(A(3)) then (u :€ M(i))9);
t:=0;
{2/ = f(z,u),t' =1 & QAt<¢e}
)*
Theorem 1 (Shielded System is Safe). A safe unattacked system
(i :€ read(z);u:€ ctri(i);t == 0; {z’ = f(x,u),t' =1 & t<e})"

in scan-cycle normal form is robust against attacks A(i) when shielded with a
monitor that does not miss alarms to invoke an effective attack mitigation M(i)
that preserves [t :=0;{z' = f(z,u),t' =1 & t<e}]l, i.e., if the formula

A — [(i:€ read(x);u:€ ctri(i); t := 0; {2’ = f(x,u),t’ =1 & t<e}")]S

is valid and proved using an inductive invariant I such that A — I, I — S,
and I — [i:€read(z);u:€ ctri(i); t :=0;{a’ = f(x,u),t’ =1 & t<e}|I are valid,
if mon(A(4)) — (A(#)) Avepviaqy) (v = v) is valid (the monitor does not miss
alarms), and if I — [A@)ME)[E:=0;{2' = f(z,u),t’ =1 & t<e}|I is valid
(mitigation is effective), then the following formula is valid as well:

A — [shieldedy(s) (A(7))]S -

Proof. After expanding conditionals “if P then o to a nondeterministic choice
(?P; o) U?true, safety of a shielded system follows from a safe unattacked system
according to the following two cases:
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Unsatisfied monitor (no attack) Safety proof of unattacked system applies;
Satisfied monitor (attack) From a satisfied monitor (w,r) | mon(A(¢)) we
get (w,v) € [A()] by monitor correctness

= mon(A(i)) = (A@R)) \(v" =) ,

vEBV(A®))

which in turn gives (M(i))[t :=0; {a’ = f(z,u),t’ =1 & t<e}]I by [12] using
effective attack mitigation®

= 1= [AGMG)[E = 05 {a’ = fla,u) ¥ = 1 & t<}]T .

As aresult, (u:€ M(3))? preserves [t := 0; {2’ = f(z,u),t' =1 & t<e}]I. O

4 Water Treatment Attack Mitigation Case Study

Valve Attack When the tank level x5 is below Hs so that in normal operation
the pump ps is running and valve vy open to refill the tank, the attacker directly
forces valve vs closed in an attempt to increase pipe pressure and stress: vg :=0
when po = 1 and z9 < Hs.

A mitigation for this valve attack forces the valve open with a redundant
PLC when the pump is running:

Atank — [if p2=1 A z9 < Hy then vy := 0](if po=1 then vy :=1)(p2=1 — v2=1)

This ensures the safety condition that the valve must be open when the pump
is running to prevent pipe burst. The attack monitor specification

(if p2 = 1 Aaa < Hy then vy :=0)(vy = v2)

characterizes the behavior of the above attack program. A proof in dL certifies
that the monitor formula (1}5r =0Aps = 1Axy < Hs), does not miss alarms
when detecting the undesired combination of closed valve with running pump,
i.e., the following formula is valid:

(vij/\pgzl/\mg<H2)—><ifp2:1/\x2<H2 then?)22:0>(’(}2+:’l}2) .

Stealthy Sensor Attack A stealthy sensor attack attempts to avoid detection.
In this example, we therefore start from a level perturbation detector |£2—Z2| > &
that is designed to detect changes in the tank level x5 that are unexpected with
some small perturbation ¢ relative to the expected twin-predicted level Z5. The
comparison is based on the measured level 5.

Following Def. 5, the attack signature of attacks that have access to the
twin-predicted value Zo to modify &5 while remaining stealthy to the level per-
turbation detector is &g := %; ?=|E2 — 3| > J. The attack program &g := &g —J is

3 Note, that the attack mitigation must preserve [t := 0; {z’ = f(z,u),t' = 1 & t<e}]I
rather than the plain safety conditions as in the examples above.
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a refinement of this attack signature that attempts the maximum undetectable
perturbation to make the tank level seem lower than it is (i.e., the attack at-
tempts to make the tank overflow).

The parameter § is typically chosen according to the accuracy of the level
sensors and the fidelity of the twin-predicted level; the safety horizon for tankag,

tanka,, = i:€read(z); (u:€ctrl(i) Uu:€ Ay, (i)); plant,,,,.
UZEAI2(i) =T9:=T9—0
ir€read(w) = &y =232 1= w2 f1i=x; far= 470 < fi S FY A0 L fo < Fy;

.i‘g = *;?|§32 —532| S 5

Twin-predicted level

gives an estimate for the robustness of the system state in terms of the mitigation
horizon (here, time to overflow) 7:

Atank — 37( [c: timed, (tanka,,)"; 7¢ <
- ?c S

=0; T|(z2 < Hp)
AVF>T {(c:=0;timed.(tanka,,)"; 7c < 7

)= (z2 < Hpr))

A generic mitigation strategy against stealthy attacks can combine a witness
for the time to overflow 7 with some threshold 7" > 0 to engage emergency
draining of the tank: if 7 < T then vs :=1;p3:=1.

Sensor Spike Attack Emergency draining a tank as a generic mitigation strat-
egy makes the system vulnerable to attacks that change the sensor readings in a
way that triggers the mitigation, e.g., an attack o :=%; 72 > Hpy causes time
to overflow become negative, which triggers emergency draining.

tankag,1+ = i:€read(x); (u:€ ctrl(z) Uu:€ Ayy4(2)); plant

|22 — o]

wi€Apr (1) = 20 1= To; To =%, 720 > Hy A < Fr;(p2):=(1)
————

emergency draining

Since sudden spikes are easily detectable from limits on the flow Fy, the attack
must be performed when the tank level is close to the tank capacity. In this
case, mitigation analysis with a witness for 7 informs us for how long emergency
draining should be active at most to not violate the lower tank level:

Atank — 37( [c:= 0; timed..(tanka,,4)"; 7c < 7] P
AVF>T (c:=0;timed,(tankaz,1)"; 7c < 7)=P
with P = ((32) = (§))[tank")(L» < o)

This formula characterizes the time 7 to underflow, until when the emergency
draining (p3) := (§) must be stopped and the attack must be removed from the
system so that under normal (unattacked) operation conditions the tank does
not drain below minimum level L.
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Fig. 2. Attack scenario with rapid mitigation response showing successful prevention
of safety violations

5 Evaluation

The experimental evaluation? was conducted in the miniSWaT testbed [15],
where we implemented and analyzed a specific attack scenario targeting the sys-
tem’s actuators. The attack vector focused on compromising two components,
pump po and valve vs, forcing them to remain in an open state beyond the nor-
mal operational threshold of water level. This sequence was executed twice under
different mitigation response conditions. In Scenario 1, as shown in Figure 2, our
detection system successfully identified the attack signature, enabling rapid mit-
igation deployment. The swift response prevented the water level from exceeding
the safety threshold, demonstrating the effectiveness of timely intervention. In
contrast, Scenario 2, as shown in Figure 3, revealed potential vulnerabilities
when mitigation measures are delayed. The extended response time allowed the
water level to breach the safety threshold, violating the system’s safety proper-
ties. These results validate the importance of the mitigation horizon in guiding
timely responses and maintaining system safety under adversarial conditions.

6 Conclusion and Future Work

This paper presented HYTWIN, a formal framework leveraging digital twins to
enable proactive security interventions in industrial control systems. By inte-
grating temporal semantics and formalized attack models, HYTWIN provides a
rigorous methodology for dynamically mitigating adversarial actions while pre-
serving system safety properties. Our evaluation on real water treatment testbeds

4 The code and traces are available here: https://github.com /iotrustlab/Hy Twin.
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Fig. 3. Attack scenario with delayed mitigation response demonstrating safety thresh-
old violation

demonstrated the practical efficacy of the mitigation horizon in guiding timely
interventions and maintaining resilience under representative attack scenarios.
Future work will explore how the fidelity of digital twins impacts their ef-
fectiveness in detecting and mitigating adversarial behavior. Specifically, we aim
to investigate the trade-offs between model complexity and computational effi-
ciency, addressing how runtime fidelity affects the alignment between the digital
and real twins. Additionally, extending the formal semantics of digital twins to
include runtime properties—such as the emulation fidelity of PLC scan cycles—will
further enhance their capability to adaptively respond to evolving threats. Fi-
nally, while this work formalized mitigation strategies, future research will focus
on synthesizing resilient controllers to ensure continuous operation under attack,
particularly for critical infrastructure that cannot afford downtime.
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