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Motivation

Autonomous and cyber-physical systems operate increasingly often in safety-critical domains (e.g., robot navigation, aircraft collision
avoidance, or autonomous driving), which makes safety guarantees a necessity when aiming for trustworthy systems. Theorem proving
provides highest safety guarantees with human-inspectable mathematical proofs in a logic system. The correctness arguments in
cyber-physical systems require a logic system that can express the interaction between computation, control, and physics. Such
hybrid systems models make strong correctness guarantees, but are challenging to simulate when providing counterexamples for
incorrect models. Proof attempts therefore often iterate between progress in the proof and finding and correcting modeling mistakes.

Approach Overview

To facilitate finding modeling mistakes, we pro-
pose an approach based on an integration of the-
orem proving with falsification.
Theorem proving mathematically shows ab-
sence of bugs in a correct model (i.e., a veri-
fied model provably satisfies a desired correctness
property), while falsification uses optimization
to find bugs in an incorrect model quickly and
automatically (i.e., a falsified model violates a de-
sired correctness property). We propose to find
bugs in nondeterministic models by using falsi-
fication to steer their nondeterministic operators
when attempting to find violations of a desired
correctness property.
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Testing/Control Techniques Verification

• Simulation

• Linear Analysis
(Numerical)

• Test Vector
Generation for
Model Coverage

• Linear Analysis
(Symbolic)

• Falsification

• Multiple-Shooting

• RRT-REX

• Concolic Testing

• Simulation-Guided
Lyapunov Analysis

• Stability
Proofs

• Reachability
Analysis

• Model
Checking

• Theorem
Proving

Approaches to CPS verification; adapted from [3]

Falsification:

•Optimization to find
bugs

• Scalable
•Deterministic⇝ Easy
to simulate

Theorem Proving:

•Mathematically show
absence of bugs

• Strong guarantees

•Nondeterministic ⇝
Hard to simulate

Combine strengths of theorem proving and
falsification

KeYmaera X

•Automated and interactive theorem proving [2, 4, 5]

•Verification of non-linear differential equations (Lyapunov functions, control
barrier certificates, etc.)

• Safety and stability proofs [6]

Falsification Steers Models

Specification in KeYmaera X

•Assigning A or B to x satisfies x = B

• [x := A ∪ x := B]x = B

•q Program is wrong ⇝ Proof fails

•Û Find a program trace

x := A

∪ x := B

Nodeterministic Hybrid System

Split!
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x := A

x := B

Deterministic Model

Resolve Nondeterministic Choice

A nondeterministic choice is resolved by falsification to seek violations of the
specification. In the above figure the nondeterministic choice resolved to A.

Our proposed method uses falsification with FalStar [1] to steer the nonde-
terministic operators of a theorem proving model. To accomplish this,
nondeterministic elements of the theorem prover language (e.g., choice, repeti-
tion, assignment, duration of differential equations) are split out of the hybrid
system and resolved with falsification to produce counterexample traces.
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