CSC 347 - Concepts of Programming Languages

Undefined Behavior

Instructor: Stefan Mitsch



@ Learning Objectives

© What should happen if the language does not specify the meaning of some construct?
© What should happen when x is holding 8 bits, x=7 andthen x = x+1 ?

o |dentify undefined behaviorin C



@ Datatype Bounds

o Natural numbers are only partly useful as integer arithmetic semantics
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o Add integer bounds
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e What to do with overflow?
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@ Under and Overflow

1 #include <stdio.h> 1 $ gcc -01 undefined.c && ./a.out
2 2 Min value is -2147483648

3 int isMinValue (int x) {

4  return (x-1) > x;

5 } 1 $ gcc -02 undefined.c && ./a.out
6 int main () { 2 ~C #infinite loop

7 int 1 = -2000000000; 3

8 while (!isMinValue(i))

9 1——;

10 printf ("Min value is %d\n", 1i);

11 }



@ Order of Operations

o Recall rule for sequential composition

e Rule define an order of evaluating subexpressions
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o by chaining the stores

o &pis used in evaluating e; and produces &

o 1 is used in evaluating e, and produces &2


https://facweb.cdm.depaul.edu/smitsch/courses/csc347/slides/html/07-formalsemantics.html?f=3#7

@ Undefined Order of Operations

: o 194 cl -Wall undefined3.
1 #lﬂClUde <Std lO " h> 2 unge?ri]gedB?C:lllj?ztle:l\?vgrniﬁg: unsequenced modification and access to 'z'
. C 3 = ( = 1) (z = )3
2 1nt count = 0; s oo
. 5 1 warning generated.
3 lnt f ( ) { 6 $ ./a.out
7 3
count += 1; 8 20

return count;
} . o 7=7+1; z=z+7%z
int main () {
int z = f() + f();
printf ("%d\n", z);
10 z = (z += 1) + (z = zxz);
11 printf ("%d\n", z);
12 }
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@ Undefined Order of Operations

1 #inC-LUde <Std iO- h> % ﬁngggiaggé}c:oinugﬁﬁziri]gg3.’;ain':
2 lnt Count — 0; 2 undefint(ed3.c:ﬁ:5:(warning; operation on ‘z’ may be undefined
. z = (z += + (z = zxz);
5 N
3 lnt f () { 6 $ ./a.out
4 count += 1; 73
5 return count; b
6 }
7 int main () { o 7=7z+1; z=z%Zz; 7=7+2;
8 int z = f() + f();
9 printf ("%d\n", z);

10 z=(z+=1) + (z = Z%7) ;
11 printf ("%d\n", z);
12 }



@ Compiler Optimizations

o For undefined executions, the compiler can do what it likes
e This can lead to some surprising compiler optimizations

e C null pointer optimization 1


https://godbolt.org/#%7B%22version%22%3A3%2C%22filterAsm%22%3A%7B%22labels%22%3Atrue%2C%22directives%22%3Atrue%2C%22commentOnly%22%3Atrue%7D%2C%22compilers%22%3A%5B%7B%22sourcez%22%3A%22MQSwdgxgNgrgJgUwAQB4IGcAucogEYB8AUEZgJ4AOCiAZkuJkgBQBUAYjJJiAPZgCUTfgG4SWAIbcISDl15gkAER6iiEqfTCMAogCdx6BAEEoUIUgDeRJEl0JMMXQvRksCALZMARLvdIAtLp0APReIkQAviQAbjwgcEgAcgjRCLoAwuKm1OZWNspIALxIegbGpsI2kSQMSO7i4LnWtvaOCspCohFAA%3D%3D%22%2C%22compiler%22%3A%22%2Fopt%2Fclang%2Bllvm-3.4.1-x86_64-unknown-ubuntu12.04%2Fbin%2Fclang%2B%2B%22%2C%22options%22%3A%22-Os%20-std%3Dc%2B%2B11%20-Wall%22%7D%5D%7D

Summary

o Undefined behavior resolved in the compiler (compiler decides what is the meaning of
undefined programs)

o Undefined behavior often presents security risks
o More examples of undefined behavior

e More undefined behavior


https://en.wikipedia.org/wiki/Undefined_behavior#Examples_in_C_and_C.2B.2B
https://blog.regehr.org/archives/213

